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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Northern Virginia Virtual CYBER and IT Career Fair to be held Thursday

¢ Virginia legislators reintroduce bill to penalize ‘cyber flashing’

e FBI warning: Crooks are using fake QR codes to steal your passwords and
money

e Cyber risks top worldwide business concerns in 2022

¢ Red Cross: Supply Chain Data Breach Hit 500K People

¢ More than half of medical devices found to have critical vulnerabilities

e Chip shortages to last into second half of 2022
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https://www.virginiamercury.com/blog-va/virginia-legislators-reintroduce-bill-to-penalize-cyber-flashing/
https://www.zdnet.com/article/fbi-warning-crooks-are-using-fake-qr-codes-to-steal-your-passwords-and-money/
https://www.helpnetsecurity.com/2022/01/20/cyber-concern-2022/
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https://www.zdnet.com/article/more-than-half-of-medical-devices-have-critical-vulnerabilities/
https://www.zdnet.com/article/chip-shortages-to-last-into-second-half-of-2022-says-us-department-of-commerce-report/
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Report | Cisco

Year in Review: 2021
Cybersecurity threat trends

In the last year, cyber criminals
delivered a wave of cyber attacks that
were not just highly coordinated, but far
more advanced than ever before seen.

Simple endpoint attacks became
complex, multi-stage operations.
Ransomware attacks hit small
businesses and huge corporations alike.
Cryptomining attacks gave cyber
criminals an easy foothold into company
networks. It was a year of massive data
leaks, expensive ransomware payouts,
and a vast, new, complicated threat
landscape. And it was a year that saw
cyber criminals up their threat game in a
big way.

CYBER+INFRASTRUCTURE

Resource | DHS CISA

Ransomware Guide

These ransomware best practices and
recommendations are based on
operational insight from the Cybersecurity
and Infrastructure Security Agency (CISA)
and the Multi- State Information Sharing
and Analysis Center (MS-ISAC). The
audience for this guide includes
information technology (IT) professionals
as well as others within an organization
involved in developing cyber incident
response policies and procedures or
coordinating cyber incident response.

This is an open-source product. Redistribution is encouraged.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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